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.J. UK GDPR-UK Data, Protection Policy (3.0

1. Introduction

The UK Data Protection Act 2018 (DPA 18).UK GDPR defines UK law on the
legislation that govens the protection gf personal data in the UK. Personal
% or is. indl ) wout a living individual, who can be identified

1.1 Woodlands Primary School is committed to protecting the privacy of individuals and
handles all personal information in @ manner that complies with the DPA18. It is the
personal responsibility of all employees (temporary or permanent), Governors,
contructors, agents and anyone else processing information on owr hehalf to- comply with

1.2 Any deliberate hreach of this policy could amount to a criminal offence under one or more

pieces of legislation, for example the Computer Misuse Act 1990 and the DPA18/GDPR. All
1.3 This policy explains what the School's expectations are when processing personal

information and should be read, in conjunction with the School Information Security
Policy, (SISP).

2. GDPR Principles

2.1 The DPA18/GDPR l,s,supportectbg,a,sei,oj&() prmuplz&mﬂudunwstbeadhzmd,tor

2.2




3.1

Be accwrate and where
necessary up to date

Access and Use of Personal Information

employees (temporary or permanent), Governors, contractors, agents and anyone else
Use or access for any other pwrpose is not allowed. Deliberute unauthorised use and
access to copying, destruction or alteration af or interference with any personal

4. Collecting Personal Information

4.1

4.2

4.3

When personal information is collected, for example on a questionnaire, swrvey or an
application form, the ‘data subject (that is the person who the information is about) must
he told. This is known as a Privacy Notice.

Personal information collected, must be adequate, relevant and not excessive for the

I the information is collected for one purpose, it cannot then he used for a different and,
unconnected pwpose without the data subject's consent unless there is another lawful
hasis for using the information (see section 5 helow). It must he made clear to the ‘data
information is collected.

5. Lawful Basis for Processing

5.1

5.2

When Woodlands Primary School processes personal information, it must have a lawful
basis for doing so. DPA18/GDPR provides a list of ‘conditions’ when we can process

personal or ‘special category personal information. This is contained within Article 6 and,
Article 9 of the regulations (see Appendix 7).

The DPA18/GDPR defines special category personal information as information relating
to:
e Race and ethnic origin
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. IJ:I' - ZOTP |:'| hical, belief



53

5.4

processing of genetic/biometric data to uniquely identifying a person
physical or mental health or medical condition;

Whenever the School processes personal information, it must be able to satisfy at least
one of the conditions in Article 6 of the GDPR and when it processes ‘special category
personal information; it must be able to satisfy at least one of the conditions in Article 9
of the GDPR as well.

The School can process personal information if it has the data subject's consent (this
needs to he ‘explicit when it processes sensitive personal information). In order for

must understand what they are consenting to- and what the consequences are if they give
or refuse consent. Consent must not be ohtained through coercion or under duress and

school office.

6. Disclosing Personal Information

6.1

6.2

6.3

6.4

6.5

Personal information must not be given to anyone intermally, or externally, unless the
person giving the information is fully satisfied that the enguirer or recipient is authorised,
in all respects and is legally entitled to the information.

If personal information is given to another organisation or person outside of the School,
above) and record their reasoning for using this bhasis. This record as a minimum should
include;

a description af the information given;
the name af the person and organisation the information wus given to;
the date;

If an information sharing agreement or protocol exists, this should be adhered to when
providing personal information to others. The agreement/protocol will provide the legal
basis for disclosure.

In response to- any lawful request, only the minimum amount of personal information
should be given. The person giving the information should make swre that the information
is adequate for the pwrpose, relevant and not excessive.

When personal information is given either externally or intermally, it must he
communicated in a secure manner, e.g. password protected emails, special delivery or



7. Accwracy and Relevance

7.1 It is the responsibility of those who receive personal information to make sure so far as is
possible, that it is accurate and up to date. Personal information should be checked at
regular intervals, to make suwre that it is still accurate and up to date. If the information is
Jound to he inaccurate, steps must be taken to put it right. Individuals who input or
update information must also make sure that it is adequate, relevant, clear and
professionally worded.

7.2 ‘Data subjects’ have a right to- access personal information held about them and have
errors corrected. More information ahout o ‘data subject's’ rights can be found in Section 9

8. Retention and Disposal of Information

8.1  Woudlands Primary School holds personal information. The DPA18/GDPR requires that
we do not keep personal information for any longer than is necessary. Personal
information should he checked at regular intervals and deleted or destroyed securely when
it is no longer needed, provided there is no legal or other reason for holding it.

8.2  The Information Retention scheldue must he checked hefore records are disposed of, to
Alternatively advice should be sought from the schools Data Protection Officer.

9. Individuals Rights

9.1  Individuals have a number of rights under DPA18/GDPR. These include:

e The right to he informed, — See section 4 - Collecting Personal Information

e The right to- access - A person can ask for a copy of personal information held,
about them (this is known as a Suhbject Access request - SAR);

e The right to rectification - Personal data can be rectified if it is inaccurate or
incomplete

e The right to erusure - Person can ask for the deletion or removual of personal data
where there is no reason for its continued, processing

e The right to restrict processing — Person has the right to hlock or suppress
processing of their personal data

e The right of data portahility - Allows a person to ohtain and reuse their personal

e The right to ohject - A person can ohject to- an organisation processing their
personal data for direct marketing, on the hasis of legitimate interests or for

lentific/ historical h and, statisti
o Rights related, to- automated, decision making/profiling - A person can ask for


http://cirs/

9.2  IPthe school receives such a request on any of the above matters they should seek advice
Jrom their Data Protection Officer.

9.3  The School has one calendar month in which to respond to- a SAR, provided the applicant
has put their request in writing by completing a subject access request form and, suitahble
proaf of identification has been supplied. An extension of a further 1-2 months will be
applied where a request is deemed complex The School co-ordinates the processing of all

SAR requests. See Appendix 2 for a copy of the SAR form

10. Reporting Security Incidents

10.1  The School has a responsihbility to monitor all incidents that occur within the organisation
that may breach the security and/or the confidentiality of its information. All incidents
need to be identified, reported on a timely basis, investigated and monitored. It is only by,
recuwrring.

10.2  Specific procedures have heen developed for the reporting of all information security,
incidents. It is designed to- make swre that all relevant information is communicated

correctly so that timely, corrective action can be taken. The documents helow need to he
read, understood and followed.:

e Information Security Breach Procedure
e Data Breach Investigation

10.3 Awenmlﬂgee&(pzrrrwxwrw twmuwarudwnﬂum) rrw»stbzawur@oj&ﬂwmvwdwm

11. Data Protection Officer

11.1  As the school is a public authority, it has a legal duty to appoint a designated Data
Protection Officer.

11.2  The Data Protection Officer has a numhber of legal duties that they must fulfil including:

e Inform and advise the school of its obligations in respect to data protection
and,training of staff

e Provide advice on data protection impact assessments

e Be a contact for the Information Commissioners Office

11.3 The schools cwrent designated Data Protection Officer is Robh Montgomery/Sarah Daffern -
IG@telford.gov.uk.



12. Accountability

12.1  The DPA 18 requires the school to- have appropriate measwres and records in place to

12.2  The school demonstrates accountahbility in a numhber of woys including:

Hawi . licios, in ol
Using data processing agreements in contracts

Maintaini s of . -

Managing data breaches

Completing data protection impact assessments

Having an appropriately skilled and knowledgeahle Data Protection Officer



Appendix 1
Article 6 Conditions - Personal Data

(a) the data suhject has given consent to the processing of their personal data for one or more
specific purposes;

(b) processing is necessary for the performance of a contract to which the data subject is party,
or in order to take steps at the request of the data subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal ohligation to which the controller is
suhject;

(d) processing is necessary in order to protect the vital interests of the data subject;

(e) processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested, in the controller;

() processing is necessary for the purposes of the legitimate interests pursued by a controller,
except where such interests are overridden by the interests or fundamental rights and,
data subject is a child. This shall not apply to processing carried out by public authorities in

Article 9 Conditions - Special Category Data

(a) the data suhject has given explicit consent to the processing of those personal data for one or
more specified pwposes, except where Union or Memhber State law provide that the prohibition
referred to in paragroph 1 may not be lifted by the data subject;

(b) processing is necessary for the purposes of carrying out the obligations and exercising
secwrity and social protection law in so far as it is authorised by Union or Member State law
or a collective agreement pursuant to- Member State law providing for appropriate safeguards

(c) processing is necessary to protect the vital interests of the data subject or of another natwral
person where the data subject is physically or legally incapable of giving consent;

(d) processing is carried out in the course of its legitimate activities with appropriate safeguards
by a foundation, association or any other not-for-profit hody with a political, philosophical,
religious or trade union aim and on condition that the processing relates solely to the
memhbers or tor former memhers af the bhody or to persons who have regular contact with it in

(e) processing relates to personal data which are manifestly made public by the data subject;

() processing is necessary for the establishment, exercise or defence of legal claims or whenever
cowrts are acting in their judicial capacity;

(g) processing is necessary for reasons of substantial public interest, on the hasis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence af the

(h) processing is necessary for the purposes of preventive or occupational medicine, for the
health or social care or treatment or the management of health or social care systems and,



services on the hasis of Union or Memher State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred, to in paragraph 3;

protecting against serious cross-horder threats to health or ensuring high standards of quality
and safety of health care and of medicinal products or medical devices, on the hasis af Union
WMWSWWWW}WWWWWWWWW

() prccessmg/l&nacessarg,ﬂorarchwmg,wpommmpublwmtemst scientific or historical
research purposes or statistical pwrposes in accordance with Article 89(1) based on Union or
Member State law which shall be proportionate to the aim pursued, respect the essence af the
right to- data protection and provide for suitable and specific measures to safeguard the



Appendix 2

UK General Data Protection Regulations

Information

Right of Access to Personal Data

SUBJECT ACCESS REQUEST FORM

We should, respond to your request within one calendar month. Note this can be extended for a
Jurther 2 months if the request is deemed complex. However this period does not start until:

a) We are satisfied about your identity,

h) You have provided enough detail to locate the information youw are seeking
help us deal with your request.

1. Provide details of the person about whom the School is holding data (the Data Subject)

Full Name (Print)  _____ ___ _

Date of Buth ______________________________

Present Address: Previous Address (if less than 3 years at your present
address):

Post Code: Post Code:

Telephone Number ______________________________________________

Email address




2. Are you requesting information about yourself (person referred, to in question 1)? I YES, then
go to question 3. If NO please complete the following:

Full Name (Print)

Present Address:

Post Code:

information rather than the data subject:

sgnmwaﬂzer[egaédaaunenmamz(eg/ power gf attorney) to confirm this request. Yaualsaneedtaendow
evidence gf yowr identity and that gf the data subject (see section 4 for details gf acceptable identity)**

3. Please provide a clear description of the information that you are requesting, see table helow:.
If you provide specific details of what information youw want, e.g. name of a document
relevant to- a time period rather than just the whole of your file you may receive a quicker




4. Please provide two pieces of evidence of your identity (one containing a photo). Acceptable
types of documents used to verify your identity are detailed helow:.

Driving Licence Passport | National ID Card/| Medical Card, Utility Bill

memwmwwmw/rmmm@ Youwr proof of identity will

5. All information in respect to your request will he sent to you via secure email unless
altemaw/earrangamuu&mmadz Wemwrw%}w&wrwidumoﬁwidmt@@gm
collect your information from School premises.

Declaration

Tobzccrmpleted,bg,au,appucant& Please note that any attempt to- mislead the School may lead,

I (insert name)

Woodlands Primary School is accurate and true.

I understand that it is necessary for the Woodlands Primary School to confirm my identity and it
may be necessary to ohtain more information in order to locate the correct information.

Sgnhatwre

Date

Return of the Form

If you are either posting yowr documents or hand delivering them then our address is detailed
below:

Woudlands Primary School
Ironbridge Roud, Madeley, Telford, TF7 5SHX

Ouwr email address is woodlands,_admin@taw.org.uk



How we will send you the information you have requested,

We wunt yow to receive the information youw have requested, in the most corwenient way, for you.
However we do have an obligation under the UK General Data Protection Regulations to provide
youw with the information youw have requested in the most secure way possible.
We helieve the most secure way, to provide you with the information is either:

e For you to collect the documentation in person from owr building

e Forus to email you the information securely/encrypted,

We can post your information to yow but there are risks attached to providing you with your
information using this method, e.g. Royal Mail may lose your information, deliver it to the wrong
address, etc.

Tick Box EMAIL ADDRESS

Alternatively if you prefer any of the other methods below please indicate which by, ticking ONE
of the hoxes helow:

Collection in person CD or Paper Copy (please circle your choice)

By Post (special delivery) CD or Paper Copy, (please circle your choice)




