WOODLANDS PRIMARY AND NURSERY SCHOOL

WOODLANDS

PRIMARY AND NURSERY SCHOOL

Closed Circuit Television (CCTV) Policy
and Code of Practice

CCTV KIT

CCTV System Head End £5,881.00 (Covering hoth Woodlands and Abraham Darby
Academy)
CCTV Camerus 6 x Internal & 5 External Cameras - 3Mp Full HD resolution, cost per camera
£589.04 (See attached map with examples)
Install multicore cable hetween New Head End and Reception £590

See Appendix 2 for CCTV Locations Map
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INTRODUCTION

The pwpose of this policy is to requlate the management and use of the closed-circuit
television (CCTV) system at Woodlands Primary & Nursery School.

The system comprises of o main control unit, one remote controlled camera and a numhber of
fixed camerus located around the school site. All external cameras can be moved, and all
intemal camerus are fixed. All camerus are monitored from within the school. The main
control unit is held in a secure location.

This CCTV scheme and policy is operated within the Information Commissioner's Code of
Pructice: for CCTV May 2015 (version 1.1) and Surveillance Camera Code of Practice 2013
published by the Home Office.

This policy will he subject to- annual review, which will include a review in respect of the
The CCTV system is a digital system which is owned wholly by the school and is an entirely
closed system with no wireless capahility. The system does not make audio recordings.

CCTV System cameras have heen replaced in 2022 by Connaught to give us a hetter quality of

2. OBJECTIVES OF THE CCTV SCHEME

Along with a range of measures, the CCTV system will be used to:

2.1

2.2.
2.3.

Help maintain an environment for students, staff and others, which support their safety and
welfare
Deter criminal activity against persons, and against the school buildings and, school assets

3 STATEMENT OF INTENT

3.1.
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The CCTV Scheme will be registered with the Information C under the terms of the
Data Protection Act 1998 and will seek to comply with the requirements both of the Data
Protection Act and the Commissioner's Code of Practice, as well as the Surveillance Camera
Code of Pructice 2013 puhblished by the Home Office.

The school will treat as data all CCTV recordings and relevant information.

Camerus will he used to monitor activities within the school and grounds in line with the
Static camerus are set as to not focus on private homes, gardens and other areas of private
property.

Unless an immediate response to events is required, staff must not direct camerus at an
individual, their or @ specific group of individuals, wi an authorisation being
ohtained in writing for directed swrveillance to take place, as set out in the Regulation of
Investigatory Power Act 2000.

Materials or knowledge secured as a result of CCTV will not be released to the media, or used
for any commercial pwpose, or for the purpose of entertainment. Recordings will only he
released under the written authority from the Police, or in respect of a subject access request.
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The planning and design has endeavoured to enswre that the scheme will give maximum
effectiveness and efficiency. It is not possible, however, to guarantee that the system will cover
or detect every single incident taking place in the areas of coveruge.

Warmning signs, as required by the Code of Practice of the Information Commissioner have
heen placed at all access routes to areas covered by the school's CCTV. (See Appendix 1)

4. OPERATION OF THE SYSTEM

4.1,

4.2
4.3.

The system will be administered by the Headteacher / School Business Manager and relevant
premises staff (Caretaker), in accordance with the principles and objectives expressed in the
code.

The CCTV system will be in operation 24 hours each day, for every day of the year.

The Caretaker will check on a weekly basis that the system is operating effectively and in
particular that the equipment is properly recording and that camerus are functional. The
company at the earliest convenient opportunity.

5. CONTROL OF SOFTWARE & ACCESS TO THE SYSTEM

5.1.
5.2.
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5.4.

5.5.
5.6.

5.7

Access to the CCTV software will be strictly limited to- authorised operators with a password.
Unless in an immediate response to events, staff using the CCTV softwwre must not direct
cameras at an individual or a specific group.

Operutors must satisfy themselves that all persons viewing CCTV material will have a right to
do so.

Thzsysi:em,mmy generma,w*taubamountofuwesb It is vital that operations are managed
Thamumoontrotfacdug mbbzkepbsecum

materials, and maintenance and system access logs.

The situating of camerus has considered the following as a minimuwm:

) Minimising personal intrusion, e.g., not to- be used in toilets

e  Situated so that they cannot he easily re-positioned by unauthorised individuals or
vandalised

e Not situating camerus where the view could be ohstructed by foliage growing in

6. MONITORING PROCEDURES

6.1.
6.2.

6.3.

Camera surveillance may he maintained at all times.

A monitor is installed in the main control room and reception desk. Access to- monitors must
If covert swrveillance is planned or has taken place, oopw&oft)rwAuﬂwmaﬂmFonm
including any Review must he completed and retained.

7. DIGITAL IMAGES: PROCEDURES

7.1.

7.2.
7.3.

1.4.

of the scheme. The export facility is fit for purpose and allows for legally admissible copies of
footage to be taken.

Images (stills and footage) may be viewed by the Police for the detection of crime.

A record will be maintained of the release of images to the Police or other authorised
Viewing of images by the Police must he recorded in writing and in the log book. Requests by
the Police can allowuahble under section 29 of the Data Protection Act (DPA) 1998
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7.5. Should images be required as evidence, a digital copy may be released to the Police. The
school retains the right to refuse permission for the Police to pass the images to any other
persorm.

7.6.  The Police may require the school to retain images for possible use as evidence in the future.
Such images will he securely stored until they are needed by the Police

7.1. Applications received from outside hodies (e.g. solicitors) to view or release images will he
referred to the Headteacher. In these circumstances, images will normally be released where
satisfactory documentary evidence is produced showing that they are required for legal
proceedings, o subject access request, or in response to a Cowrt Order. A fee may he charged
at £10 in such circumstances, which is appropriate for subject access requests.

7.8. Retention: Images will he retained for only as long as these are required. The system will
month.

8. BREACHES OF THE CODE (including breaches of security)

8.1. Any breach of the CCTV Code of Pructice by school staff will bhe investigated by the
Headteacher, in order for him/her to take any appropriate disciplinary action

9. ASSESSMENT OF THE SCHEME AND CODE OF PRACTICE

9.1. Performance monitoring, including random operating checks, moay bhe carried out by the
Headteacher or Caretaker.

10. COMPLAINTS
10.1.  Any complaints abhout the school's CCTV system should be addressed to the Headteacher
11. SUBJECT ACCESS AND FREEDOM OF INFORMATION

11.1.  The Data Protection Act provides Data Subjects (individuals to whom "personal data’ relates)
with a right to data held about themselves, including those obtained by CCTV

11.2.  Requests for Data Subject Access should be made in writing to the Headteacher

11.3. A request for Subject Access will he charged at £10, which is the maximum allowahble under
the DPA

11.4. A request under the Freedom of Information Act 2000 will be accepted, when such a request is
appropriate

Copies of this policy and CCTV Code of Practice (helow) will be avuilable on request from the School
Office.



WOODLANDS PRIMARY AND NURSERY SCHOOL

CCTV Code of Pructice

1. Introduction and, Accountahility

Woodlands Primary & Nwrsery School (the ‘Primary’) has a comprehensive closed-circuit television
(CCTV) swrveillance system (the ‘system’) for the pwrpose of the prevention and detection of crime and

The system is owned by the Primary and images from the system are strictly controlled and monitored
by authorised personnel.

This policy has been prepared from the standards set out in the Information Commissioner's CCTV
Code of Practice May 2015 (Version 1.1) and the Surveillance Camera Code of Practice 2013 published
by the Home Office. Its puwpose is to ensure that the CCTV system is used to create a safer
enwironment for staff, students and visitors to the Primary and to enswre that its operation is
consistent with the obligations on the Primary imposed by the Data Protection Act 1998. The policy is
widely avuilable consultation from the Primary’s wehsite.

In line with the Home Office 12-point code of conduct the use of the system will:
e alwuys be for the purpose specified which is in pursuit of a legitimate aim and necessary
e have as much trunsparency as possible, including a published contact point for access to
e have clear rules, policies and procedures in place and these must he communicated to all
e have no more images and information stored than that which is strictly required,
e restrict access to retained images and information with clear rules on who can gain access
e consider any approved operational, technical and competency standards relevant to a
e he subject to appropriate security measures to safequord against unauthorised access and
use
e have effective review and audit mechanisms to enswre legal requirements, policies and
standards are complied with
aim of processing images and information of evidential value, when used in pwrsuit of a
e  he accwrute and kept up to date when any information is used to support a swrveillance
camert system which compares against o reference datahase for matching purposes

Th@prunwypurposeofmsgstemt&w
help maintain an environment for students, staff and others, which supports their safety and
welfare
e deter crime against persons, and against the school buildings and school assets.

2. Operation

Th@detwoheri&respunsihLefmthaopemﬂunoftheCCTVsyswnandfwenswmg ccrmpuanwmdi;h
w*tdzrﬂwrelz\fantwn)dwun&ofmpioynwnt but it is also recognised that other memhbers of the
Primary may have concemns or complaints in respect of the operation of the system.

Any concems in respect of the system's use or regarding compliance with this policy should be
addressed to the Headteacher.
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3. System

This code of conduct applies to the Primary site. It will also encompass all other CCTV images that, in
due course, are added to the system.

The system is operational, and images are capable of heing monitored for 24 hows a day throughout
the whole year.

appropriate signage and the publication of this policy on the Primary’'s wehsite. The Primary is
responsible for the management and, processing of images.

To enswre privacy, wherever practicable the camerus are prevented from focusing or dwelling on
domestic accommodation and, this will he demonstrated on request to local residents. Where it is not
practicable to prevent the camerus from focusing or dwelling on such areas or where domestic property
is adjoining the school site, appropriate training will be given to the system operators to enswre that

Images captured on camera will be recorded on the main CCTV servers which are held in a secure
location. Although every effort has heen made in the planning and design of the CCTV system to give
it maximum effectiveness, it is not possible to guarantee that the system will detect every incident
taking place within the area of coveruge.

For the purposes of the Data Protection Act 1998, the Data Controller is Woodlands Primary & Nursery
School and the Primary is legally responsible for the management and maintenance of the CCTV
system.

No unauthorised access to the system is allowed, at any time. Normal access is strictly limited, to
Services.

Persons other than those specified may be authorised to access the CCTV material on a case-by-case
hasis. Written authorisation is required. Each separute visit will require individual authorisation and
will be supervised at all times. Such visitors will not he given access to any data which falls, within
the scope of the Act.

In an emergency and where it is not reasonably practicable tor secwre prior authorisation, access may
he granted to persons with a legitimate reason to access the CCTV system.

Before granting access to the CCTV system, controllers must satisfy themselves of the identity of any
visitor and ensure that the visitor has the appropriate authorisation. All visitors will be required to
complete and sign the visitors' log, which shall include their name, department or the organisation
they represent, the person who grunted authorisation for their visit (if applicable) and the start and
finish times of their access to the CCTV system.

It is recognised that the images obtained comprise personal data and are suhbject to the law on Data
Protection. All copies will be handled in accordance with the procedures. The Director of Services will
he responsible for the development of, and compliance with, the working procedures of the system.
Recorded images will only he reviewed, with the authority of the Director of Services. Copies of

digital images will only be made for the purposes of crime detection, evidence in relation to matters
affecting safety, evidence for prosecutions, or where otherwise required by law.

All staff inwvolved in the operation of the CCTV system will, by training and access to this policy, he
made awwre of the sensitivity of handling CCTV images and recordings.
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The Headteacher will ensure that all staff, including relief staff, are fully briefed and trained in respect
of all functions; operational and administrative, arising within the CCTV control operation. Training in
the requirements of the Data Protection Act and this policy will also be provided.

4. Recordings

real time.
As the images are recorded digitally, the process of identifying retrieval dates and times will be
computerised. Images will he cleared automatically after a set time.

Unless required for evidential pwrposes or the investigation of crime, recorded images will he retained
for no longer than 60 days from the date of recording. However, the Primary recognises that, in
accordance with the requirements of the Data Protection Act, no images should be retained for longer
than is necessary. Accordingly, some recorded images may he erused after a shorter period, for
example where it can bhe determined more quickly that there has been no incident giving rise to the
need, to retain the recorded images. Digital images will be automatically erused after a set period,
which will be no longer than 60 days.

In the event of the digitally recorded image heing required for evidence or the investigation of crime it
will be retained for a period of time until it is no longer required for evidential pwrposes or any
investigation into a crime has been completed.

5. Digital Recording and Access Procedures

All disks containing images to and remain the property of the Primary. Disk handling procedures are
in place to ensure the integrity of the image information held.
Requests by persons outside the Primary for viewing or copying of disks or obtaining digital recordings
will be assessed, on o case-by-case hasis.
Requests from the police will arise in a number of ways, including:

e requests for a review of recordings in order to truce incidents that have heen reported

e immediate action relating to live incidents, e.g., immediate pursuit

e  for major incidents that occwr when images may have heen recorded continuously
Requests for access to recorded images from persons other than the police or the data subject (that is,
the person whose image has heen captwred by the CCTV system) will be considered on a case-hy-case
hasis. Access to recorded images in these circumstances will only be granted where it is consistent
with the ohligations placed on the Primary by the Data Protection Act 1998 (DPA) and, in particular,
with the purposes set out in Section 1 of the DPA.

It is important that access to, and disclosure of, the images recorded by CCTV is restricted and
carefully controlled, not only to enswre that the rights of individuals are preserved but also to- ensure
that the chain of evidence remains intact should the images be required, for evidential pwposes. Users
of CCTV will also have to enswre that the reasons for which they may disclose copies of the images are
compatible with the reasons or pwposes for which they originally obtained those images. These
aspects of the policy reflect the Second and Seventh Data Protection Principles of the Data Protection
Act 1998.

All staff should be aware of the restrictions set out in this policy in relation to access to, and disclosure
of, recorded images.

purposes of using the equipment.

All access to the disks on which the images are recorded will he documented.

Discloswre of the recorded images to third parties will he made only in the following limited and
prescribed circumstances and to the extent required or permitted by law:
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e law enforcement agencies where the images recorded would assist in o specific criminal
inquiry

®  prosecution agencies

o relevant legal representatives

¢ people whose images have heen recorded and retained and discloswre is required by virtue of
the Data Protection Act 1998

Al requests for access or disclosure will be recorded. The Headteacher will make decisions on access to
recorded images by pmun&oﬂwrmpohmoﬁm Requests by ﬂwpohwforacces&wmwge&ww,
by o written request signed hy apdmoffwerw?wnwsbmdwawﬂwbthemmge&mmqwmd,forﬂw
purposes of a specific aime enquiry.

If access or discloswre is denied, the reasons will he documented.

If access to or discloswre of the images is allowed, then the following will he documented (See
Appendix 2):

e the date and time at which access wus allowed or the date on which disclosure was made
o the reason for allowing access or discloswre
o the extent of the information to which access wus allowed or which wus disclosed

Appropriate forms will be used to document routine disclosure to the Police.
Requests for non-Police disclosures will he forwarded, to- the Headteacher.

Al staff uwolved, in monitoring or handling image data will proceed, in accordance with the following

Data subjects will he asked to put in writing any requests for access. Individuals should provide:
o dates and times when they visited the Primary and their location; for example which specific
area or building
e cither a cheque or cash to the sum of £10.00 for which a receipt will be issued.

recorded.

A written decision on their request will he sent to the data subject within 21 days and, if access to the
images is to he provided (see helow for circumstances when it may he refused), such access will be
provided within 40 days of the Primary receiving the request or, if later, the date when the Primary

The procedure outlined ahove, and the use of the subject access request form complies with Section 7
of the Data Protection Act 1998, enahling the Headteacher to inform individuals as to whether or not
images have been processed by the CCTV system. The Primary is not obliged to comply with a request
satisfy itself as to the identity of the person making the request and to locate the information which
that person seeks.

Where the Primary cannot comply with the request without disclosing information relating to another
individual who can be identified from that information it is not ohliged to comply with the request,
unless:
o the other individual has consented to the disclosure of the information to the person making
the request, or
e it is reasonable in all the circumstances, including having consideration to child protection, to

6. Photographs and hard copy prints
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principles of Data Protection as other data collected. They will be treated in the same way as digital
images.

At the end of their useful life all computer disks, still photogruphs and hard copy prints will he

Revised: Novemhber 2022

Date of Review: November 2024

APPENDIX 1

CCTV SIGNAGE
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APPENDIX 2
CCTV RECORD OF ACCESS
b SRk
Request received in Incident Crime Date and, time on Reason for allowing Description of Incident recorded
writing or email and Number CCTV at which access or disclosure

identity confirmed. (If applicable) | access wus allowed,
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